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1 VLAN 

1.1 VLAN Introduction 

Although connecting LANs through switches can fix the collision problem, the broadcast packets 

cannot be isolated. Virtual Local Area Network (VLAN) is introduced to solve this problem. 

VLAN technology can divide a LAN into multiple logical LANs, which are VLANs. Each 

VLAN is a broadcast domain. The hosts within a VLAN can communicate with each other like 

in a LAN; however, the hosts of different VLANs cannot communicate directly. Therefore, 

broadcast packets are restricted within a VLAN, as shown in Figure 1-1.  

 

VLAN assignment is not limited by physical locations. That is, the hosts at different physical 

locations can be added to the same VLAN. The hosts in a VLAN can be connected to the same 

switch or different switches, or even the switches under different routers.  

VLAN technology has the following advantages: 

1. Restricting broadcast domains: A broadcast domain is restricted within a VLAN. When the 

volume of routed traffic is reduced, the delay generated by routers is also shortened. This saves 

bandwidth and improves network processing capability.  

2. Enhancing the security of LAN: The layer 2 packets of each VLAN are isolated from those of 

other VLANs. That is, the hosts in a VLAN cannot directly communicate with the hosts in other 

VLANs. To implement the communication between VLANs, a router, layer 3 switch or another 

layer 3 device is required.  

3. Building virtual workgroups flexibly: VLAN technology can assign hosts to different 

workgroups. The hosts at different physical locations can be added to the same workgroup, 

without the need of installing new network cables or reconfiguring the hub or router, 

implementing flexible network building and maintenance. 
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1.2 VLAN Working Mechanism 

To enable network devices to distinguish packets of different VLANs, the packets must carry the 

specific tags that identify the VLANs. Traditional switches work at the data link layer of the OSI 

model, so they can identify only the data link layer encapsulation on packets. Therefore, the 

VLAN tags also need to be added to the data link layer.  

As a VLAN standard on the Ethernet, IEEE 802.1Q tags the Ethernet data frames carrying 

VLAN member information. The VLAN-awareness devices can identify the VLAN member 

information and VLAN formats. When a data frame from a phone enters the VLAN-awareness 

stage, a tag is added to the frame to indicate that this phone is a VLAN member. Each packet 

must be unique in a VLAN. On a network without VLAN configured, in the VLAN-awareness 

stage, a packet is considered to be transmitted over the local host (or default) VLAN.  

802.1Q inserts a 4-byte tag between the source MAC address and Ethernet type fields, two of 

which indicate the Tag Protocol Identifier (TPID) and the other two indicate the Tag Control 

Information (TCI). The TCI field includes Priority Code Point (PCP), Canonical Format 

Indicator (CFI), and VLAN ID (VID).  

In a traditional Ethernet data frame, the upper-layer protocol type field is encapsulated behind the 

destination and source MAC addresses, as shown in Figure 1-2.  

 

Figure 1-2 Traditional Ethernet frame encapsulation format 

DA indicates the destination MAC address, SA indicates the source MAC address, and Type 

indicates the protocol type of the frame.  

According to IEEE 802.1Q, a 4-byte VLAN tag is inserted behind the destination and source 

MAC addresses to identify the VLAN information.  

 

Figure 1-3 Fields in a VLAN tag 

As shown in Figure 1-3, a VLAN tag includes four fields: TPID, Priority, CFI, and VLAN ID.  

1. The 16-bit TPID field indicates whether the data frame carries a VLAN tag, and has a default 

value of 0x8100. 

2. The 3-bit Priority field indicates the 802.1p priority. 

3. The 1-bit CFI field indicates whether the MAC address is encapsulated in the standard format 

in different media. The value 0 indicates that the MAC address is encapsulated in standard 

format, and the value 1 indicates that the MAC address is not in standard format. The default 

value is 0.  

4. The 12-bit VLAN ID field indicates the ID of the VLAN to which the packet belongs. The 
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value ranges from 0 to 4095. The values 0 and 4095 are reserved, so the VLAN ID ranges from 1 

to 4094.  

Network devices identify the VLANs to which packets belong according to the VLAN IDs, and 

process the packets depending on whether VLAN tags are carried and the values of VLAN tags. 

 

1.3 VLAN Application 

1.3.1   LLDP 

Link Layer Discovery Protocol (LLDP) enables a phone to receive or send the device-related 

information from or to a directly connected device.  

LLDP organizes the local information, such as management address, device capabilities, device 

identifiers, and interface identifiers, into different Type/Length/Value (TLVs). Each type of 

information forms a TLV, and multiple TLVs form a Link Layer Discovery Protocol Data Unit 

(LLDPDU). The information transmitted by LLDP is called LLDPDUs. An LLDPDU consists of 

a group of TLVs, and each TLV contains the specified type of transport information related to the 

device or interface.  

The format of each TLV is as follows: 

Type Length Value 

7 bits 9 bits 0-511 bytes 

Figure 1-4 TLV format 

 

LLDP-MED was published by TIA. It is an extension of LLDP running between the endpoint 

devices and network devices. If voice devices are deployed on an Ethernet, the related TLVs 

need to be configured to obtain information about the voice devices. LLDP-MED provides 

dedicated support for VoIP applications and provides the following functions: 

1) Performance discovery: Use LLDP-MED to determine the functions enabled and disabled 

on the connected device. It can identify the type of connected device, for example, phone, 

switch, or relay.  

2) Voice VLAN configuration: Provide a mechanism to notify a VLAN-enabled device of the 

switch information. This device supports the plug-and-play network.  

 

1. LLDP functions on phones 

When the application type is voice, the phone decides whether to update the VLAN 

configuration according to the LLDPDU. If the version of VLAN configured on the phone 

differs from the VLAN version sent by the switch, the phone updates the VLAN configuration 

and restarts. In this way, the phone can learn the switch's VLAN ID, and communicate with the 

switch in this VLAN. 
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2. LLDP configuration 

An X6 series phone is used as an example. The following is the LLDP configuration interface. 

 

Figure 1-5 LLDP configuration 

Configure LLDP on webpage: 

1) Log in to the webpage as an administrator. The default user name and password are admin. 

2) Choose Network > Advanced. 

3) In the Link Layer Discovery Protocol (LLDP) Settings area, choose whether to enable 

LLDP by clicking the options.  

4) Enter the expected time value in Packet Interval. The value ranges from 1 to 3600, in 

seconds. 

5) Click Apply to confirm the settings. 

6) The configuration takes effect after the phone restarts. 

1. Configuration verification 

After LLDP is enabled, the phone will: 

1) Send its own information (for example, hardware modification, firmware revision, and SN) 

to the multicast addresses on the network periodically. 

2) Receive LLDPDUs through the network (WAN) or WLAN interfaces. 

3) Support MAC/PHY configurations, for example, rate and duplex mode. 

4) Take precedence of the VLAN information obtained from network policy over the manual 

configuration. 

The following figure shows the LLDPDU sent by a phone. An LLDPDU includes multiple TLVs 

(before VLAN ID is obtained): 
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The following figure shows the LLDPDU received by a phone. An LLDPDU includes multiple 

TLVs (sent by switch): 

 

The following figure shows the LLDPDU sent by a phone. An LLDPDU includes multiple TLVs 

(after VLAN ID is obtained): 
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1.3.2   CDP 

Cisco Discovery Protocol (CDP) enables a phone to receive or send the device-related 

information from or to a directly connected device, and store other devices' information. 

1. CDP application on phones 

After CDP is enabled on a phone, the phone periodically sends its own information to the 

directly connected CDP-enabled switch. The phone can also receive CDP packets from the 

directly connected switch. If the version of VLAN configured on the phone differs from the 

VLAN version sent by the switch, the phone updates the VLAN configuration and restarts. In 

this way, the phone can learn the switch's VLAN ID, and communicate with the switch in this 

VLAN. 

2. CDP configuration 

An X6 series phone is used as an example. The following is the CDP configuration interface. 
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Figure 1-6 CDP configuration 

1) Log in to the webpage as an administrator. The default user name and password are admin. 

2) Choose Network > Advanced. 

3) In the Cisco Discovery Protocol (CDP) Settings area, choose whether to enable CDP by 

clicking the options. 

4) Enter the expected time value in Packet Interval. The value ranges from 1 to 3600, in 

seconds. 

5) Click Apply to confirm the settings. 

3. Configuration verification 

After CDP is enabled, the phone will: 

1) Send its own information (for example, software modification, device ID, and power 

consumption) to the multicast addresses on the network periodically. 

2) Receive CDP packets through the network (WAN) or WLAN interfaces. 

3) Obtain the VLAN ID of the connected interface. 

The following figure shows the CDP packet sent by a phone (before the switch VLAN ID and 

VLAN Query are learned): 
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The following figure shows the CDP packet received by a phone from a switch (VLAN Reply is 

used): 

 

The following figure shows the CDP packet sent by a phone (VLAN Query is displayed after the 

switch VLAN ID is learned): 




































